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[bookmark: _Toc7252][bookmark: _Toc344475831][bookmark: 前言]Guidelines for Medical Device Software Registration Review
[bookmark: _Toc29746]( Revised 2022 )

The purpose of this guideline is to guide registration applicants to standardize the life cycle process of medical device software and prepare medical device software registration application materials, and to standardize the technical review requirements of medical device software , so as to provide a reference for the system verification of medical device software and quality management software.
This guideline is a general requirement for medical device software. The registration applicant shall determine the applicability of the specific content of this guideline according to the product characteristics and risk level , and explain the reasons if it is not applicable. Registration applicants can also use other alternative methods that meet the regulatory requirements, but they need to provide detailed research materials.
This guiding principle is formulated under the current regulations, mandatory standard system and current scientific and technological capabilities and cognition level. With the continuous improvement of regulations and mandatory standard system and the continuous development of scientific and technological capabilities and cognition level The content will also be adjusted from time to time.
This guideline serves as a guiding document for registration applicants , reviewers and inspectors. It does not include administrative matters involved in review and approval, nor is it enforced as a regulation . The guideline should be used under the premise of meeting the requirements of the law.
[bookmark: 适用范围][bookmark: _Toc344475832]This guideline is the basic guideline of the digital health (Digital Health) guideline system, and is also a general guideline for medical device software. Other guidelines for medical devices that contain or involve software can be targeted based on this guideline. Adjust, modify and improve.
[bookmark: _Toc22507]1. Scope of application
This guideline applies to the registration application of medical device software, including the second and third types of independent software and medical devices containing software components (including in vitro diagnostic medical devices) ; it is applicable to the registration application of self-developed software and ready-made software.
This guideline can also be used as a reference for system verification of medical device software and quality management software .
[bookmark: _Toc4341]2. Main concepts
[bookmark: _Toc1705](1) Medical device software
Medical device software includes software that is itself a medical device or software contained in a medical device. The former is medical device independent software (referred to as independent software) , and the latter is medical device software components (referred to as software components), see Figure 1 for details .
Standalone software (SaMD) refers to software that has one or more medical purposes/uses, can complete its intended use without medical device hardware, and run on a general-purpose computing platform [footnoteRef:1]. The general computing platform meets the safety requirements of information technology equipment (including electromagnetic compatibility), and complies with GB 4943.1 , GB/T 9254 and other standards. [1: See IMDRF/SaMD WG/N10 FINAL: 2013 for details .] 

Independent software can be divided into general-purpose independent software and special-purpose independent software. The former is usually used in conjunction with multiple medical devices based on general data interfaces, such as medical image processing software and patient monitoring software; the latter is based on general-purpose, dedicated data interfaces and specific medical equipment. The combined use of the devices can be regarded as accessories of medical devices, such as dynamic ECG data analysis software and ophthalmic microscope image processing software.
software component (SiMD) refers to software that has one or more medical purposes/purposes , controls/drives medical device hardware, or runs on a medical computing platform . The medical computing platform meets the safety requirements (including electromagnetic compatibility) of medical electrical equipment (GB 9706 series), laboratory electrical equipment (GB 4793 series) or active implantable medical devices (GB 16174 series); The general computing platform is used jointly to form a system, which is regarded as a medical computing platform as a whole .
[image: qt_temp]Software components can be divided into embedded software components and external control software components. The former runs on the medical computing platform and controls/drives the hardware of medical devices , such as the embedded software (ie firmware) contained in ECG machines and EEG machines ; The operator runs on a general computing platform to control/drive medical device hardware , such as CT , MRI image acquisition workstation software [footnoteRef:2]. [2: For medical computing platforms and software components, please refer to GB 9706.1-2020 for definitions and requirements for medical electrical equipment / systems and programmable medical electrical equipment / systems.] 

Figure 1 Types of medical device software
Independent software, as a medical device or medical device accessory, is usually registered separately. In special cases, it can be registered with the medical device. At this time, although it does not control/drive the medical device hardware , it runs on the medical computing platform from the product point of view , so it is regarded as a software component , such as Dedicated stand-alone software can be registered as an accessory with the medical device .
As a component of a medical device or medical device components and accessories, software components should not be registered separately, but must be registered with the medical device as a whole .
[bookmark: _Toc6853](2) System software, application software, middleware, support software
System software refers to software designed to ensure the normal operation of computer systems, such as operating system software and virtual machine software . Application software refers to software designed to realize the specific needs of computer users, such as browser software, database software , and security software . Middleware is between system software and application software, relying on the support of system software, and at the same time providing support for application software , such as distributed computing platform software . Support software refers to software designed to develop and test other software , such as software development tools and software testing tools.
Medical device software belongs to application software, and its normal operation usually needs to be based on system software, or at the same time requires the support of application software (including other medical device software), middleware, and support software.
Some registration applicants will develop medical middleware as a public support platform for medical device software. Since these medical middleware are necessary for the normal operation of medical device software, they should be considered as an integral part of medical device software.
Some supporting software (such as VTK, ITK) have their own algorithm library, and the medical device software development process has integrated the relevant content of the algorithm library into itself , so the normal operation of medical device software requires the support of these supporting software .
In this guideline, other medical device software and medical middleware necessary for the normal operation of medical device software are referred to as necessary software, and the system software, general application software, general middleware, and support software necessary for their normal operation are collectively referred to as external software environment . The necessary software is registered separately as medical device software, and it is enough to clarify the mutual interface relationship and technical characteristics. The external software environment does not contain prerequisite software , nor is it medical device software .
[bookmark: _Toc14262](3) Software life cycle
Software life cycle (also known as software life cycle) refers to the time period from concept definition to decommissioning of a software system , including software development planning, software requirements analysis, software design, software coding, software testing, software release, software deployment, and software maintenance. , software outage and other stages . Among them, the time period from software requirement analysis to software release is called software development life cycle .
Software development planning mainly determines the goals and feasibility of software development. Software requirements analysis is to convert regulations, standards, users, products and other requirements into software requirements specification/software requirements specification (SRS) . Software design is the transformation of software requirements specification into software design specification /software design specification (SDS) through design activities . Software coding is the transformation of software design specifications into software systems by writing source code . Software testing is to ensure the quality of software systems through various testing activities . Software release is the finalization of a software system into a product . Software deployment refers to the delivery, installation, setup, and configuration of software systems . Software maintenance is to realize the update requirements after the software system is released . Software outage (ie software delisting ) refers to the termination of sales and after-sale services of the software system , and the after-sale service is usually stopped later than the sale .
A software life cycle model refers to a set of frameworks including processes, activities and tasks, spanning the software life cycle process from software requirements analysis to software outage, each process can be subdivided into several activities, and each activity can be subdivided into several tasks. Among them, the software development life cycle model is an important part of the software life cycle model. Common models include waterfall model, iterative model, incremental model, V model and so on .
[bookmark: t0]Agile development is a software development method that combines human-centered, iterative and incremental . Common software development life cycle models include SCRUM , extreme programming, etc. Agile development is based on four philosophies: human interaction is better than process and tools, usable software is better than detailed documentation, customer collaboration is better than contract negotiation, and responding to change is better than following a plan. Therefore, the use of agile development should take into account the relevant requirements of the quality management system, focusing on control requirements such as software updates, documents and records.
Applicants for registration can choose an appropriate software life cycle model based on the product characteristics , risk level and quality management system requirements of the software, and establish the corresponding software life cycle process with reference to relevant international, national and industry standards.
[bookmark: _Toc27208](4) Software testing, software verification, and software validation
Software testing is the basic measure of software quality assurance, and it is also an important method for software verification and software validation. There are different classification methods from different angles.
From the perspective of test basis, it can be divided into black box testing and white box testing. Among them, black-box testing refers to testing based on input and output , while white-box testing refers to testing based on source code . Black-box testing and white-box testing can be used in combination, that is, gray-box testing. White-box testing can be divided into static and dynamic analysis/ testing according to whether or not to run the source code.
From the perspective of the testing process, it can be divided into unit testing, integration testing, and system testing. Among them, unit testing is to test software units, usually using white-box testing; integration testing is to test software items (composed of several software units , namely software modules ), combining white-box testing , black- box testing , and gray-box testing ;System testing is to test the software system (composed of several software items), usually using black box testing, which can be divided into functional testing, performance testing, concurrency testing, stress testing, interface testing, memory testing, Compatibility testing, user interface testing, installation and uninstallation testing , security testing , etc.
From the perspective of test implementation, it can be divided into internal testing, user testing , and third-party testing. Among them, internal testing refers to the testing performed by the registration applicant , including unit testing, integration testing , system testing, a combination of white-box testing , black- box testing , and gray-box testing ; user testing refers to the expected user testing in real or simulated usage scenarios. Software systems are tested using black-box testing; third-party testing refers to the testing of software systems by third-party organizations, usually using black-box testing.
Regression testing refers to software testing that is used to determine that software updates have had no adverse effects and have not introduced risky unacceptable new defects. Regression testing needs to carry out appropriate unit testing, integration testing, system testing, user testing, third-party testing and other testing activities according to the type, content and degree of software update .
Software verification means that the output of a certain stage of software development and software maintenance meets the input requirements by providing objective evidence. Software verification includes a series of activities such as source code review, static and dynamic analysis/testing , unit testing, integration testing, system testing, and design review, and is the basis for software validation.
Software validation refers to providing objective evidence that the software meets the user's needs and intended use . Software validation is a design validation based on process control, including a series of activities such as user testing, clinical evaluation, and design review. It is necessary to ensure that the software meets user needs and intended use , and that the risks of known remaining defects of the software are acceptable.
software testing requirements in combination with the product characteristics and risk level of the software , and clarify the test coverage requirements such as statements, judgments, conditions, and paths, so as to ensure the quality of software verification and software validation. All source code should be tested, which can be implemented by combining white box testing, black box testing, gray box testing and other methods.
[bookmark: _Toc14033](5) Software traceability analysis
Software traceability analysis, as one of the important activities of software verification and software validation, refers to tracking the relationship between software requirements, software design, source code, software testing, and software risk management, and analyzing the correctness and consistency of the identified relationships. , completeness and accuracy.
The software life cycle process needs to carry out traceability analysis activities, as shown in Figure 2. The software requirements analysis stage retrospectively analyzes the relationship between software requirements and product requirements , software requirements and risk analysis . The software design stage retrospectively analyzes the relationship between software design and software requirements , software design and risk control . The software coding stage retrospectively analyzes the relationship between source code and software design, source code and test cases . The internal testing stage retrospectively analyzes the relationship between unit testing, integration testing, and system testing, test cases and software design at all levels , system testing and software requirements , and system testing and risk management . The user testing stage retrospectively analyzes the relationship between user testing and product requirements, user testing and risk management. Software updates also require appropriate software traceability analysis activities .
[image: ]Figure 2 Software traceability analysis
registration applicant shall establish a software traceability analysis process and standardize the requirements for relevant activities of software traceability analysis to ensure the quality of software verification and software validation. Taking into account the actual situation of the industry, the source code traceability analysis activities can be traced back to the software unit (namely listed).
[bookmark: _Toc25383](6) Software update
1. Main Concepts
Software update refers to any modification made by the registration applicant to the software during the whole process of the software life cycle, also known as software change and software maintenance. Software maintenance generally has the same meaning as software updates, but can specifically refer to post- release software updates.
Software updates are classified differently from different perspectives. From the perspective of update results, it can be divided into major updates and minor updates. Major updates refer to software updates that affect the safety or effectiveness of medical devices, and vice versa.
From the perspective of update content, it can be divided into enhancement type update and correction type update (ie software defect repair). Enhanced updates can be divided into perfect updates and adaptive updates . Perfect updates refer to software updates that change software attributes such as functions, performance , and interfaces , and adaptive updates refer to software updates that adapt to the new operating environment . From the perspective of update results, it can be further divided into major enhancement updates and minor enhancement updates . Corrective updates can be divided into corrective updates and preventive updates. Corrective updates refer to software updates that repair software that exists and have caused operating failure defects, and preventive updates refer to repairing software that exists but has not yet caused operating failure defects. software updates ; these are generally minor updates unless they affect the safety or effectiveness of the medical device.
This guideline focuses on the safety and effectiveness of medical device software and categorizes software updates into:
(1) Major software updates: Enhanced updates that affect the safety or effectiveness of medical devices, that is, major enhanced software updates, should apply for change registration .
(2) Minor software updates: enhancement updates and correction updates that do not affect the safety and effectiveness of medical devices, including minor enhancement software updates and correction software updates , are controlled through the quality management system, and there is no need to apply for change registration. The corresponding registration application materials shall be submitted when the registration is changed next time.
In addition, software construction refers to the compilation of software to generate a working version, which conforms to the definition of software update and is controlled by the quality management system. The requirements for registration application materials are the same as those for corrective software updates . Recall-related software updates include software updates that lead to recalls and software updates used for recall measures. Whether enhancement updates or correction updates are major software updates, they are handled in accordance with the requirements of relevant laws and regulations on medical device recalls and are not within the scope of this guideline .
Software updates follow the principle of high risk, that is, major and minor software updates at the same time are handled as major software updates , and simultaneous enhancement and correction software updates are handled as enhanced software updates . Software updates need to consider introducing a rollback mechanism to ensure the continuity of medical business, especially for high-risk software.
Software redevelopment means that the registration applicant abandons the original software and develops new software , which does not belong to the scope of software update and is treated as the initial release.
Judgment principles for major software updates
If a software update affects the intended use, usage scenarios or core functions of a medical device, it is in principle a major software update, and its determination principles include but are not limited to:
(1) Complete software update: if it affects the user's decision-making (including decision-making ability, decision-making results, decision-making process, user actions) or the safety of personnel (including patients, users, and other related personnel), it is a major software update , such as software input Changes in output data types , architecture, user interface relationships, physical topology, core algorithms, core functions, diagnosis and treatment processes or intended uses, etc., software systems, high-risk software items/software units undergo code refactoring, security level changes, adjustments The method of alarm, etc.; while the operation efficiency is simply improved, the diagnosis and treatment process or working language can be configured (that is, the user can retain the original diagnosis and treatment process or working language) , the textual modification of the user interface , and the code reconstruction of low- and medium-risk software items/software units Such conditions are generally not considered major software updates unless they affect the safety or effectiveness of the medical device.
(2) Adaptive software update: if the software operating environment spans incompatible computing platforms (including hardware configuration, external software environment, necessary software, and network conditions ) , it is a major software update . Change to iOS, replace browser kernel, necessary software, network conditions change from local area network to wide area network, computing platform change from general computing platform to medical computing platform, etc.; the compatibility version of expected system software, support software , and general middleware Updates, patch updates are generally not considered major software updates unless they affect the safety or effectiveness of a medical device.
In summary, the types of medical device software updates are shown in Figure 3.
[image: qt_temp]Figure 3 Types of Medical Device Software Updates
The scope of major software updates is dynamically adjusted as awareness levels and technical capabilities improve, as well as analysis of adverse events and recalls .
[bookmark: _Toc11333](7) Software version
Software has no physical entity, and can only manage software updates through status identification to ensure software quality. The software version uses different fields to distinguish the software update type, and then identifies the software status. Therefore, the software version and the software have a one-to-one correspondence between the table and the inside, and are also an indispensable part of the software identification.
The software version can be divided into software release version and software complete version [footnoteRef:3]. The software release version only reflects major software updates, that is, it is limited to major enhancement software updates, and its changes mean major software updates, and vice versa; software complete versions reflect major software updates. , All types of minor software updates, including major enhancement software updates, minor enhancement software updates, corrective software updates, software builds (if applicable), changes in different fields mean different types of software updates, and vice versa. [3: From the perspective of Unique Device Identification ( UDI ), the full version of the software is part of the Manufacturing Identification ( PI ).] 

If the software release version changes , it means that the software has undergone a major update and should apply for change registration . If the full version of the software changes but the software release version does not change, it means that the software is only slightly updated. At this time , it is controlled by the quality management system, and there is no need to apply for change registration . For example, the software version naming convention is XYZB, where X represents a major enhancement software update, Y represents a minor enhancement software update, Z represents a corrective software update, and B represents a software build, then the software release version is X, and the full software version is XYZB At this time, if X changes, you should apply for change registration , and if Y, Z , and B change but X does not change , you do not need to apply for change registration .
registration applicant should comprehensively consider the characteristics of software products , quality management system requirements , compliance and other factors to formulate software version naming rules and record them , clarify the number of digits, scope, and meaning of the fields, covering all types of software updates, and the field meanings are clear and non-existent. There is no ambiguity and no contradiction, it can distinguish major software updates from minor software updates, and ensure that the version changes of software updates meet the requirements of software version naming rules. At the same time, consider the requirements of guiding principles such as medical device cybersecurity and artificial intelligence medical devices.
software version naming rules also follow the principle of high risk , that is, if a field represents both a major software update and a minor software update, the field will be treated as a major software update and will be part of the software release version.
software with a user interface , the released version of the software and the full version of the software can be reflected in the login interface, main interface, "About" or "Help" interface . Software without a user interface needs to provide a method for obtaining the full version of the software to clarify the software version information [footnoteRef:4]. [4:  See IMDRF/UDI WG/N7 FINAL: 2013 for details .] 

Product technical requirements indicate the software release version and software version naming rules, among which the software version naming rules must be consistent with the quality management system. The test report provides a photo of the software version interface or lists the software version information . The software with a user interface reflects the software release version and the complete software version, and the software without a user interface reflects the complete software version. The manual indicates the software release version.
If the software modules (including medical middleware) are independently version controlled, they must also meet the version control requirements, and the relationship with the software system version control must be clearly defined.
[bookmark: _Toc6843](8) Software Algorithms, Software Functions, and Software Uses
Software algorithms are the basis of software functions, and the two are in a many-to-many relationship, that is, a software algorithm can be used by one or more software functions, and a software function can contain one or more software algorithms. Similarly, the relationship between software functions and software uses is also the same.
From the user's point of view, software algorithms are invisible internally, and software functions and software uses are externally visible. Considering that software functions are the link between software algorithms and software uses, software functions are used as the main line of software security effectiveness evaluation. For example, region growing algorithms can implement image segmentation functions, which can be used for lesion contour identification .
Software functions have different classification methods from different perspectives. From the perspective of importance, it can be divided into core functions and non-core functions. The core functions refer to the functions necessary for the software to complete the intended use in the expected usage scenarios, and vice versa is the non-core functions.
From the perspective of technical characteristics , it can be roughly divided into processing functions , control functions , and safety functions . Processing functions refer to processing medical device data (ie, objective data generated by medical devices for medical purposes) or model-based calculations (such as radiation dose models). , Pharmacokinetic model) , the control function refers to the function of controlling/driving the hardware operation of the medical device, and the safety function refers to the function of ensuring the safety of the medical device .
The processing function can be divided into pre-processing function and post-processing function from the perspective of data flow. The former refers to the processing function in the process of collecting human anatomy and physiological information to generate medical device data , such as filtering, noise reduction, correction, reconstruction and other functions ; the latter It refers to the processing functions that use medical device data to generate diagnosis and treatment information or perform medical intervention , such as translation, scaling, rotation, filtering, measurement, segmentation , fusion , 3D reconstruction, treatment plan formulation, pharmacokinetic model calculation, gene sequencing, analysis , etc. function . From the perspective of complexity, post-processing functions can be divided into simple functions and complex functions. The former refers to functions that operate on existing medical information rather than generating new medical information, such as translation, zooming , and rotating functions; the latter refers to generating New medical information functions, such as filtering, measurement, segmentation , fusion , 3D reconstruction, treatment planning, pharmacokinetic model calculation, gene sequencing, analysis, etc.
The functions of the independent software are all post-processing functions, and the functions of the software components are mainly control functions, pre-processing functions, and also post-processing functions. Considering that the control function and pre-processing function are usually evaluated together with medical device hardware products, the processing function refers to the post-processing function unless otherwise specified; The functions are described side by side.
From the perspective of the scope of supervision, it can be divided into medical device functions and non-medical device functions. Medical device functions refer to software functions that can be used as the basis for the definition of medical devices, such as the measurement, processing, and modeling of medical images, physiological parameters, and in vitro diagnostic data. Functions such as calculation and analysis; on the contrary, it is a non-medical device function , such as charging and pricing, administrative office and other functions, which are not subject to supervision; the patient information management function necessary to realize the function of medical device belongs to the function of medical device. The two should be split as far as possible through modular design. If it is technically impossible to split , the non-medical device functions should be considered as an integral part of the medical device software .
Software algorithms can be divided into core algorithms and non-core algorithms from the perspective of importance. The core algorithms are the algorithms necessary to realize the core functions of the software, and vice versa. From the perspective of complexity, it can be divided into simple algorithms and complex algorithms. The former is simple and clear in principle or based on mature formulas, while the latter is usually based on model research, with many assumptions and many influencing factors . There are also differences in speed and so on . From the perspective of interpretability, it can be divided into white-box algorithms and black-box algorithms. The former can be associated with existing knowledge, while the latter is difficult to establish association with existing knowledge. The former is better than the latter in interpretability.
The use of software can usually be divided into assisted decision-making and non-assisted decision-making. Among them, assisted decision-making refers to assisting users (such as medical staff and patients) in medical decision-making by providing suggestions for diagnosis and treatment activities, such as identification of lesion characteristics, determination of lesion properties, medication guidance, and formulation of treatment. Planning, etc., is equivalent to the user 's "assistant" ; on the contrary , only providing medical reference information without medical decision-making is non-aided decision-making, including process optimization, diagnosis and treatment drive, the former such as simplified diagnosis and treatment process, the latter such as measurement, segmentation , 3D reconstruction, etc., which are equivalent to the user 's "tool". At the same time, assisted decision-making and non-assisted decision-making can be subdivided into real-time and non-real-time from the perspective of real-time, and the risk of the former is usually higher than that of the latter. Therefore, software functions can be divided into auxiliary decision-making functions and non-aided decision-making functions, real-time functions and non-real-time functions from the perspective of software use.
[bookmark: OLE_LINK2]From the perspective of maturity, software algorithms, software functions, and software uses can be divided into two types: mature and brand-new. Mature refers to the situation where safety and effectiveness have been fully proven in medical practice, and brand-new refers to unmarketed or safety and effectiveness. Situations that [footnoteRef:5]have not been fully substantiated in medical practice . Similarly, software can also be divided into brand-new software and mature software. If one of the algorithms, functions, and uses of the software is a brand-new type, it belongs to brand-new software; otherwise, it belongs to mature software. Because new software has more potential unknown risks than mature software, this guideline is based on core functions and core algorithms, and focuses on the security and effectiveness of new software. [5: See IMDRF/SaMD WG/N41 FINAL: 2017 for details.] 

[bookmark: 基本原理][bookmark: _Toc5459][bookmark: 软件描述文档]3. Basic principles
[bookmark: _Toc10575](1) Based on software features
With the rapid development of information and communication technology, the application of software in medical devices is becoming more and more common, and its role is becoming more and more important. However, the accompanying quality problems are also increasing. Medical device recall data shows that the number of software-related recalls continues to increase, which is significantly higher than the overall level of medical devices in the same period. At the same time, it is not uncommon for software failures to cause patient death or serious injury. Therefore, the seriousness of software quality problems cannot be ignored , and it is necessary to strengthen software quality assurance work based on software characteristics .
Software has no physical entity, and human factors are everywhere in the process of development and use. Software testing cannot exhaust all situations due to time and cost constraints, so software defects cannot be avoided. At the same time, software updates are frequent and rapid, minor updates can lead to serious consequences, and there are cumulative effects and regression problems (that is, every time a number of defects are fixed, a new defect is created), so software defects cannot be eradicated. Therefore, software defects can be regarded as one of the inherent attributes of software, which is also the root cause of the more prominent software quality problems.
There are many differences between software and hardware: hardware is a physical entity, and software is a logical relationship; hardware change cycles are long , and software updates are easy , fast , and frequent ; hardware has wear problems, but software has no wear and tear but has cumulative effects and degradation problems; hardware quality Depends on design and development and production, software quality depends on design and development, and has nothing to do with production; hardware failures have symptoms before they occur, software failures often occur suddenly without symptoms, and software failure rates are much higher than hardware; hardware components can be standardized, and software modules Standardization is more complicated; minor changes have limited impact on hardware, but may have serious impact on software; hardware inspection can basically guarantee quality, but software testing is not enough to ensure quality. These differences make traditional hardware quality control methods often fail to achieve expected results for software quality assurance .
In view of the characteristics of software, the security and effectiveness of software can only be guaranteed by comprehensively considering the requirements of risk management, quality management and software engineering. Registration applicants need to adopt good software engineering practices to improve the quality management system based on the degree of software risk, and carry out software quality assurance work as soon as possible, focused on, and comprehensively for the main reasons for software recalls such as algorithms, interfaces, updates , and exception handling .
[bookmark: _Toc8451](2) Risk orientation
have different life cycle quality control requirements and registration application data requirements.
The degree of software risk is expressed by the software security level. The higher the software security level, the stricter the life cycle quality control requirements and the more detailed the registration application materials. The software security level is divided into three levels : minor, moderate and severe based on the degree of software risk [footnoteRef:6]. The minor level means that the software is unlikely to cause harm, the medium level means that the software may directly or indirectly cause minor (not serious) damage, and the serious level means that the software may cause harm. Serious injury or death, directly or indirectly. [6: The minor, medium and severe levels correspond to the A, B, and C levels defined in YY/T 0664, respectively.] 

The software security level can be comprehensively determined in combination with the intended use, usage scenarios, and core functions of the software [footnoteRef:7]. Among them , the intended use mainly considers the type of use of the software (such as treatment, diagnosis, monitoring, screening), the degree of importance (such as important role, reference role, supplementary role), the degree of urgency (such as critical situation, serious situation, ordinary situation), Maturity (mature, brand-new) and other factors , the usage scenarios mainly consider the use place of the software (such as outpatient, surgery, hospitalization, emergency, family, transfer, public places), disease characteristics (such as severity, urgency, contagiousness), Applicable people (such as adults, children, the elderly , pregnant women ), target users (such as medical staff , patients) and other factors , the core functions mainly consider the functional type of the software (such as importance, technical characteristics , complexity, maturity), core Algorithms (such as importance, complexity , interpretability, maturity) , input and output (input data such as medical images, physiological parameters, in vitro diagnostic data, and output results such as processing, measurement, analysis, etc.), interfaces (such as applications Program interface (API), data interface, product interface) and other factors . [7: See IMDRF/SaMD WG/N12 FINAL: 2014 for details.] 

The software security level can also be determined according to the risk level determined by risk management. The software security level and the risk level can be classified differently, but there is a corresponding relationship between the two. Therefore, the software security level can be determined according to the risk level, but it should be Judgments are made before risk control measures are taken , and subsequent external risk control measures (including software measures and hardware measures) can be used to reduce the initial software security level .
Software risk management needs to pay attention: the software itself is not dangerous, but it may cause dangerous situations; software failures appear as random failures, but they are actually systematic failures, and the probability of occurrence of dangers caused by software failures is difficult to calculate, so the degree of software risk is based on The severity of injury can be determined in combination with the probability of injury caused by dangerous situations ; the software components need to carry out risk management work with the medical devices they belong to .
software security level can also be judged by referring to the adverse events and recalls of similar medical device software that have already been listed. Moderate, no adverse events and only three or no recalls are minor.
registration applicant shall establish the corresponding software life cycle process in combination with the requirements of the quality management system , and carry out software quality assurance work that matches the software security level . At the same time, the corresponding registration application materials are submitted based on the software security level, and the registration application materials are all derived from the documents formed in the software life cycle process.
Although there are technical differences between independent software and software components , the quality control principles and requirements of the life cycle process are the same. Therefore, the requirements for registration and application materials of the two are basically the same , and the specific content is slightly different. Please refer to Chapter 8 for details.
[bookmark: _Toc8738]Quality control of the whole life cycle
Due to the complexity of the software itself and the limitations of software testing, the quality assurance activities in the software development process are not enough to ensure the safety and effectiveness of the software. Therefore, the software quality control requirements should be considered in the entire life cycle of medical devices, and software risk management, Software configuration management, software defect management, and software traceability analysis run through the entire life cycle of medical devices .
Conduct adequate and effective software verification and validation activities prior to market launch to identify software foreseeable risks and reduce them to acceptable levels. Continue to carry out software quality assurance work after listing, identify unforeseen risks in the early stage in combination with user complaints, adverse events and recalls , and take necessary measures to ensure software quality; at the same time, based on the assessment of software update requirements, implement software update activities to meet the needs of users new requirements, and carry out appropriate software verification and validation activities to ensure the quality of software updates; in addition, software outages consider user notification and follow-up services, data migration, patient data and privacy protection requirements.
In short, digital medical technology is in a stage of rapid development, new technologies emerge in an endless stream, and the impact on the medical device industry is increasingly far-reaching, and its regulatory issues urgently need to be strengthened. No matter what kind of new digital medical technology, software as its technical foundation can still follow the above three basic principles to carry out the corresponding safety and effectiveness evaluation work.
[bookmark: _Toc7299]4. Ready-made software
[bookmark: _Toc20691](1) Main concepts
that the registration applicant controls the complete life cycle is called self-developed software (if not expressly referred to as software ) . Finished software, outsourced software. Among them, the legacy software refers to the software developed by the registration applicant before but cannot obtain sufficient development records now, that is, the software that the registration applicant cannot prove that it has a complete life cycle control, involving application software and middleware. Finished software refers to software developed by a third party and usually available , that is, software for which the registration applicant has not carried out complete life cycle control, involving system software, application software, middleware, and supporting software, such as open source/closed source software, free/ Paid software, etc. Outsourced software refers to the software developed by a third party entrusted by the registration applicant, that is, the software for which the registration applicant only controls part of the life cycle, involving application software and middleware.
The relationship between off-the-shelf software and medical device software can be divided into two categories. One is ready-made software as a component of medical device software, that is, ready-made software components, including legacy software, finished software, outsourcing software, involving medical application software, medical middleware , and belonging to the supervision object; whether it is designed for medical use or not, ready-made software As an integral part of medical device software, the functions of software components belong to medical device functions, because if they are non-medical device functions, they should be directly deleted from the medical device software . The other type is ready-made software as a component of the operating environment of medical device software, that is, the external software environment, which is mainly finished software, involving system software, general application software, general middleware, and support software . Consider its impact on medical device software from a management perspective .
In summary, the types of ready-made software are shown in Figure 4.
[image: C:/Users/PC/AppData/Local/Temp/wps.zXvBjpwps]Figure 4 Types of off-the-shelf software
embedded software components , medical device software needs the support of external software environment to run normally . At the same time, medical device software can be combined with self-developed software and off-the-shelf software components , some of which use off-the-shelf software components, that is, some of the usage methods; and all of the off-the -shelf software components can be used , that is, all the usage methods . Therefore, the use of off-the-shelf software has the characteristics of universality, flexibility, and complexity.
Since off-the-shelf software is usually not designed for medical use , especially in the external software environment, it may not be able to meet the relevant requirements of medical devices. Unused functions may adversely affect the medical device software through the coupling relationship, and the registration applicant does not fully survive the off-the-shelf software. Cycle control, so the risk of using off-the-shelf software is relatively high . In addition, off-the -shelf software components directly implement medical use, and the risks are relatively higher .
The use of ready-made software by the registration applicant shall ensure the safety and effectiveness of the medical device software. The developer of the finished software and the external software environment, as the medical device supplier, does not bear the relevant responsibilities of the registration applicant. Therefore, the registration applicant needs to distinguish the ready-made software components and the external software environment based on the type , characteristics and industry usage of the ready-made software, and comprehensively consider the ready-made software's extensive use, technology maturity, after-sales support, and functions, performance, and compatibility. , ease of use, reliability, maintainability, portability, network security and other requirements, adopt a risk-based full life cycle management method for quality control , especially in procurement, design and development, post-market monitoring, etc., while developing gaps Analyze and take remedial measures if necessary to ensure safety and effectiveness.
Due to the differences in the quality control requirements between self-developed software and ready-made software, ready-made software components and external software environment, and some use methods and all use methods, the corresponding registration application materials are different. For specific requirements , please refer to Chapter 8. In addition, medical device software can use multiple versions, multiple, and multiple ready-made software at the same time , which needs to be considered as a whole and provide corresponding registration application materials.
[bookmark: _Toc13180](2) General considerations for ready-made software
1. Off-the-shelf software components
The requirements for software updates and software versions of off-the-shelf software components are basically the same as those for self-developed software, and the principle of high risk is also followed.
If a major software update occurs to a ready-made software component, it should also apply for change registration . If a minor software update occurs, it is controlled by the quality management system, and there is no need to apply for change registration .
Registration applicants should formulate version naming rules for ready-made software components according to the requirements of the quality management system, and also need to consider compliance requirements. If the software version naming rules of off-the-shelf software component developers meet the compliance requirements, they can be used directly.
2. External software environment
There is a coupling relationship between medical device software and the external software environment, which needs to be considered as a whole.
From the perspective of medical device software, the software security level determination needs to consider the impact of the failure of the external software environment. The software requirements specification document and software test plan list the basic conditions of the external software environment , and the software test report lists the ready-made software contained in the external software environment. name, full version, patch version. Software verification and validation are implemented based on all ready-made software contained in the external software environment. If multiple versions of the same ready-made software are used, software verification and validation are required for each version . According to risk control requirements, medical device software must have the self-checking function of the external software environment when necessary to ensure that it can operate normally. Similarly, when necessary , the manual shall clarify the delivery, installation, setting, configuration, update, usage restrictions, warnings, etc. of all ready-made software contained in the external software environment .
From the perspective of external software environment, its own risk is relatively low. Due to the mutual coupling with medical device software, its security level is the same as that of medical device software, and the level of detail of registration application materials also depends on its security level .
External software environment update is an adaptive software update for medical device software , including product update (that is, replacing the ready-made software contained in the external software environment), version update, patch update, etc. Different external software environment updates have different effects on medical device software. Usually patch updates and version updates compatible with medical device software are minor software updates, while product updates and version updates to solve the incompatibility with medical device software are updated. It is a major software update, and it also follows the principle of high risk. Therefore, the registration applicant needs to carry out the impact assessment of the update of the external software environment according to the corresponding process .
[bookmark: _Toc3809]5. Quality management software
[bookmark: _Toc11266](1) Main concepts
Quality management software refers to the application software used for the quality management of medical devices, non-medical device software, and does not need to be registered. Quality management software and medical device software have similarities at the technical level, so the confirmation requirements of quality management software can be considered with reference to the relevant requirements of medical device software.
Quality management software can be divided into quasi-independent software and quasi-software components with reference to medical device software. The former includes software used for design and development, software used for process management, etc., and the latter includes software included in production equipment and software included in inspection equipment.
Most of the quality management software is obtained through procurement, especially software components, which can be regarded as finished software, mainly used in full use, and partially used if secondary development; a small number of self-developed, mainly independent software, can be regarded as independent software. Research software. Therefore, the confirmation of quality management software can usually refer to the confirmation requirements of finished software and self-developed software.
The quality management software also needs the support of the external software environment (including system software, general application software, general middleware, support software) to run normally, so its confirmation also needs to consider the evaluation requirements of the external software environment.
[bookmark: _Toc23132]( 2 ) Quality management software confirmation considerations
Quality management software confirmation is based on software functions, and comprehensively considers requirements such as requirements analysis, acceptance testing, and maintenance planning. Among them, the requirement analysis considers the functions, performance, interface and other requirements of the software, and evaluates the candidate software to determine the target object. The acceptance test is implemented based on the external software environment to ensure that the software can meet the needs of use, and the known remaining defects of the software and the impact of unused software functions on the quality of the medical device are acceptable. Maintenance plans take into account requirements related to software updates, especially maintenance plans for corrective software updates (ie, software defect fixes).
The evaluation requirements of the external software environment of the quality management software can refer to the corresponding requirements of the self-developed software. The quality management software update should be re-confirmed, and its external software environment update should also carry out impact assessment.
[bookmark: _Toc17161]Six , medical device software life cycle process
The software life cycle process mainly includes software development process, software maintenance process, software risk management process, software configuration management process, and software defect management process .
The software development process includes software development planning, software requirements analysis, software design, software coding, software verification, software validation , software release and other activities .
software maintenance process is applicable to post-release enhanced software updates, including software update needs assessment, software update planning, software update implementation , software verification, software confirmation, software release, and user notification .
software risk management process includes activities such as risk analysis, risk evaluation, risk control , and comprehensive residual risk evaluation . It is implemented based on the medical device risk management process, and common risk management methods for medical devices can be used.
software configuration management process includes activities such as configuration item identification, change control, and configuration status recording . Software version control is performed based on software version naming rules, which can be implemented using configuration management tools or common office software. The software version naming rules specify the number of digits, range, and meaning of the fields. The meanings of the fields are clear, unambiguous and non-contradictory. It covers all types of software updates from self-developed software, ready-made software, and network security. It can distinguish between major software updates and minor software updates , ensuring that The version change of the software update conforms to the requirements of the software version naming rules [footnoteRef:8]. [8: CAPA ) should be taken and recorded if the software update does not match the software version naming convention .] 

software defect management process is applicable to corrective software updates before and after release, including software defect assessment, software defect repair, regression testing and other activities , which can be implemented using defect management tools or common office software.
The software development process and software maintenance process are related before and after. The software risk management process, software configuration management process, and software defect management process run through the software development process and software maintenance process.
At the same time, software traceability analysis is also one of the important processes in the software life cycle process , which also runs through the software development process and software maintenance process , and can be implemented using traceability analysis tools or common office software.
In addition, the software life cycle process also needs to consider the requirements related to off-the-shelf software and network security. Off-the-shelf software considers the requirements of procurement control, design and development control, etc. The use of outsourced software requires a quality agreement with the supplier; the use of legacy software requires evaluation of existing documents, post-market use problems (including adverse events, recalls), etc. Use of open source software requires Follow the corresponding open source license agreement. The integration of network security design and development and software design and development can be implemented based on the requirements of network security capacity building, taking into account the requirements for emergency response to network security incidents.
The requirements of software life cycle process quality assurance activities should match the software security level. The higher the software risk level, the stricter the quality control requirements.
Agile development is special, and it is necessary to strengthen control requirements such as software updates, documents and records.
software life cycle process (including ready-made software and network security), please refer to the Quality Management Specification for the Production of Independent Software for Medical Devices and its on-site inspection guidelines [footnoteRef:9]. [9: See IMDRF/SaMD WG/N23 FINAL: 2015 for details .] 

[bookmark: _Toc24322]7. Technical considerations
[bookmark: _Toc13704](1) Registration unit and detection unit
1. Registration unit division principle
(1) Independent software
The independent software registration unit is divided into management categories, intended uses, and functional modules.
Independent software of different management categories is regarded as different registration units. If it is technically impossible to split , it can be used as a registration unit and applied for registration according to a higher management category .
Independent software with different intended uses, as different registration units, can be divided into assisted decision-making and non-assisted decision-making according to the intended use, and each category can be subdivided into treatment, diagnosis, monitoring , screening and other situations .
functional modules contained in each registration unit must be moderate. According to the type of functional modules , it can be divided into platform function software and specific function software [footnoteRef:10], among which platform function software provides basic functions and shared functions as a software platform, and supports multi - modal data (such as medical images , physiological parameters, in vitro diagnosis, etc. data); The functional software runs on the platform functional software and provides specific functions, supports single -modal data or uses multi-modal data to achieve a specific intended use. [10: Platform function software is the necessary software for specific function software.] 

For example, a PACS contains dozens of individual function modules, including auxiliary decision - making function modules, which need to be split into a platform function software and multiple specific function software, of which the auxiliary decision-making function module is used as a single registration unit.
(2) Software components
software component registration unit is the same as the medical device to which it belongs , and medical devices with and without software components are regarded as different registration units . Special purpose stand-alone software is regarded as a software component in the same registration unit as a software component.
2. Detection unit division principle
The testing unit refers to the representative products used for testing in the same registration unit.
(1) Independent software
In principle, the independent software detection unit is the same as the registration unit , but if there are multiple operating environments or multiple release versions, each incompatible operating environment (including cloud computing) or each release version that does not cover each other must be a detection unit.
If the core functions of the software are the same but the types of core algorithms are different, the core functions corresponding to each type of core algorithm need to be detected (the detection object is the core function rather than the core algorithm). For example, the core algorithms used in the image segmentation function include conventional image processing algorithms and artificial intelligence algorithms, and the image segmentation functions based on these two types of algorithms need to be detected.
(2) Software components
The software component testing unit is in principle the same as the medical device to which it belongs , but if the medical device contains multiple software components or software components of multiple released versions , each software component or software component of each released version must be regarded as a testing unit. Unless the detection unit can completely cover the entire situation of the registration unit . Similarly, if the core functions of the software are the same but the core algorithm types are different, the core functions corresponding to each type of core algorithm need to be tested .
Dedicated independent software is regarded as the detection unit of a software component in principle the same as that of a software component, but if there are multiple operating environments, each incompatible operating environment (including cloud computing) must be used as a detection unit.
[bookmark: _Toc27992](2) Basic principles of clinical evaluation
This guideline only specifies the basic principles [footnoteRef:11]of clinical evaluation of medical device software. For specific requirements, please refer to the relevant guidelines for clinical evaluation of medical devices. [11: See IMDRF/SaMD WG/N41 FINAL: 2017 for details .] 

1. Standalone software
[bookmark: OLE_LINK3]Independent software usually conducts clinical evaluation based on software function, and can conduct clinical evaluation based on software algorithm if necessary. The clinical evaluation needs to be comprehensively considered in combination with the expected use and maturity of the independent software, and similar software functions contained in the listed medical devices can be selected for comparison of the same variety of medical devices.
Non-assisted decision-making software functions are based on core functions to compare medical devices of the same type. New core algorithms, core functions, and intended uses all require clinical evaluation in principle . Simple operation and simple process optimization software functions can be evaluated by non-clinical evidence.
The auxiliary decision-making software functions are based on the core algorithm to compare the medical devices of the same variety, and the clinical evidence of the selected medical devices of the same variety must be based on clinical trials (including retrospective studies, the same below) in principle. New core algorithms, core functions, and intended uses all require clinical trials in principle. If a clinical trial adopts an active control design, independent software with the same intended use and equivalent core algorithms or core functions can be selected for comparison.
2. Software Components
software components is usually carried out with the overall evaluation of the medical device. The clinical evaluation of the post-processing function can refer to the requirements of independent software, or it can also be evaluated as a whole with the medical device it belongs to.
Dedicated stand-alone software is regarded as the clinical evaluation of the software component and the post - processing functional requirements of the software component are the same.
[bookmark: _Toc9136](3) Network security
Medical device network security needs to comprehensively consider information security and data security from the perspective of network security. If medical device software has one or more of the three functions of electronic data exchange, remote access and control, and user access , network security issues must be considered. For specific requirements, please refer to the relevant guidelines for medical device network security.
[bookmark: _Toc30596](4) Cloud computing[footnoteRef:12] [12: Supersedes the requirements for cloud computing in the Mobile Medical Device Guidelines.] 

The application of cloud computing in the medical device industry is increasing. Although it has the advantages of reducing informatization costs, reducing duplication of construction, improving resource utilization, increasing business flexibility, and improving service professionalism, there is also a weakening of users' ability to control data. , service sustainability is reduced, data ownership is challenged, data protection is difficult, data residue is difficult to handle, unclear responsibilities between users and cloud service providers, jurisdiction issues, and cybersecurity threats. Therefore, registration applicants need to balance the use of The benefits and risks of cloud computing .
Cloud computing is regarded as ready-made software, and cloud service providers are regarded as medical device suppliers. Therefore , registration applicants can refer to the relevant requirements of off-the -shelf software and medical device suppliers , and consider cloud computing demand analysis, risk management, verification and validation, and maintenance plans. and other activity requirements.
The demand analysis needs to consider the technical characteristics of cloud computing and the selection of cloud service providers . The technical characteristics of cloud computing include service mode , deployment mode, configuration, core function, data interface, network security assurance, etc. The service mode is divided into software as a service (SaaS), platform as a service ( PaaS ) , infrastructure as a service ( IaaS ), the deployment mode is divided into private cloud, public cloud, and hybrid cloud . The configuration includes requirements such as computing resources and supporting software functions. The core functions include data storage , data processing, data analysis and other functions. The data interface considers transmission protocols and storage formats. Other requirements, network security assurance considers technical measures such as data anonymity, data encryption, data transmission verification , and security configuration . At the same time, the selection of cloud service providers should be considered based on factors such as cloud computing service qualifications and service agreements . The cloud computing service agreement should specify network security assurance, patient data and privacy protection and other responsibility requirements.
assurance of cloud computing . Verification and Validation Carry out the verification and validation of medical device software based on the cloud computing environment to ensure that the cloud computing meets the requirements for use and that the risks of known remaining defects are acceptable. The maintenance plan considers the maintenance plan for cloud computing updates, redefines the verification and confirmation of medical device software, and specifies the lossless data migration plan for the termination of cloud computing services.
If cloud computing is used, the registration applicant needs to reflect it in the relevant provisions of the self-developed software research report and the external software environment assessment report. For specific requirements, please refer to Chapter 8. If you build a cloud computing platform by yourself, the registration applicant should follow the relevant regulations of cloud service providers and submit relevant research materials with reference to the requirements of self-developed software.
[bookmark: _Toc9953](5) Mobile computing
Medical device software is a mobile medical device if it runs on a mobile computing terminal (including medical terminal and general terminal) for personal use. At this time, the technical characteristics and risks of mobile computing terminals should be comprehensively considered. For specific requirements, please refer to the relevant guidelines for mobile medical devices.
[bookmark: _Toc10734](6) Artificial intelligence
Medical device software is an artificial intelligence medical device if it uses artificial intelligence technology to achieve its intended use (i.e. medical use). At this time, it is necessary to comprehensively consider the technical characteristics and risks of artificial intelligence algorithms. For specific requirements, please refer to the relevant guidelines for artificial intelligence medical devices.
[bookmark: _Toc30790](7) Human factors and availability
It is recommended to strengthen the human factors design of the user interface of medical device software to improve usability and reduce the risk of user misuse to an acceptable level. For specific requirements, please refer to the relevant guidelines for human factors design of medical devices .
[bookmark: _Toc9717](8) Interoperability
Interoperability (aka interoperability) refers to the ability of a medical device to exchange and use information with other medical devices or general purpose equipment through electronic interfaces. The electronic interface includes a hardware interface and a software interface, and the information includes but is not limited to medical images, physiological parameters, in vitro diagnosis and other data and control instructions.
Interoperability focuses on the interface design and risks of medical device software. The interface includes internal interface and external interface. The former refers to the interface between software modules, and the latter refers to the interface for users to call. The independent parts of the split medical device The internal interface of the server is regarded as the external interface, such as the internal interface of the server and the client, the master and the slave. From the user's point of view, the software interface refers to the external interface unless otherwise specified.
Registration applicants need to consider the requirements for software interface needs analysis, risk management, verification and validation, maintenance planning and other activities, as well as the design requirements for instructions and labels.
Requirement analysis is based on the expected users of the software interface (such as medical personnel, patients, maintenance personnel), usage scenarios, and intended uses to clarify its technical characteristics and usage restrictions. Among them, the software interface includes application program interface for users to call, data interface ( including transmission protocol, storage format, such as DICOM, HL7, JPG, PNG, private protocol and format ), product interface ( other medical device independent software that can be used in combination) , medical device hardware products ) . Technical features include but are not limited to the requirements for connection objects, information content, communication protocols, performance indicators, and network security assurance. Usage restrictions take into account the expected range of users, connectivity requirements for each software interface.
Risk management is implemented based on the intended users of the software interface , usage scenarios, intended use and technical characteristics, and usage restrictions, and clarifies fault response measures. Verification and validation shall ensure that the software interface meets the design requirements and the risks of known remaining defects are acceptable. The maintenance plan considers the update requirements of the software interface, and the software interface update also needs to be re-verified and confirmed.
The manual describes the intended users, usage scenarios, intended uses, technical features, usage restrictions, and fault countermeasures of each software interface item by item. According to the risk control requirements, the labels clarify the technical characteristics and usage restrictions of key software interfaces.
The registration applicant can submit a separate interoperability research material, including basic information, requirements specification, risk management, verification and confirmation, and maintenance plan ; the software interface requirements can also be reflected in the relevant clauses of the self-developed software research report, and the specific requirements See Chapter 8 for details.
[bookmark: _Toc13622]( 9 ) Measurement function
Measurement functions (also known as quantitative and quantitative functions) can be divided into graphic measurement functions and objective physical measurement functions. The former indirectly reflects the measurement results of objective things based on graphics, and the latter directly reflects the measurement results of objective things. Regardless of the measurement function, it is necessary to combine the measurement error, uncertainty and other factors to clarify the measurement accuracy indicators, such as linearity, precision, repeatability, reproducibility, range limit, display error, etc.
Registration applicants are required to provide research data on the measurement accuracy and inform users in the instructions. In addition, the objective physical measurement needs to specify the accuracy index in the product technical requirements, and the graphic measurement needs to provide warning information about the measurement accuracy in the manual.
[bookmark: _Toc22327](10) Remote access and control
For remote access and control (including remote maintenance and upgrade) functions, it is necessary to clarify the performance index requirements and network security requirements of related functions. For specific requirements, please refer to the relevant guidelines for medical device network security.
Registration applicants need to provide relevant research materials in software research materials and network security research materials, specify performance index requirements in product technical requirements, and inform users of the use requirements (including network security) of corresponding functions in the manual .
[bookmark: _Toc30678](11) General computing platform
The general computing platform itself does not belong to the object of supervision, and its impact on medical devices needs to be considered from the perspective of risk management. The specific requirements depend on whether it is a product structure of medical devices.
Independent software and dedicated independent software are regarded as software components, and the product structure of medical devices does not contain a general-purpose computing platform. Users are informed in the manual that the general-purpose computing platform must meet the safety requirements of information technology equipment (including electromagnetic compatibility), and list the requirements. List of standards complied with.
For externally controlled software components, the product structure of medical devices includes a general computing platform, and in "Other Research Materials", provide evidence that the general computing platform satisfies the safety requirements of information technology equipment (including electromagnetic compatibility), such as the relevant standards for automatic Inspection report, inspection report or related certification documents.
[bookmark: _Toc24643]( 12 ) Non-medical device functions
If the medical device software can technically split the functions of non-medical devices, that is, adopt modular design to distinguish the functions of medical devices and non-medical devices, the product structure composition shall not include functional modules of non-medical devices . Functions should be deleted or marked as non-medical device functions, and product technical requirements should not contain non-medical device functions.
If the medical device software cannot technically separate the non-medical device functions, the non -medical device functions need to be considered as a part of its own as a whole, focusing on the impact and risks of the non-medical device functions on the medical device software. The registration applicant needs to consider the software life cycle process quality control requirements of non-medical device functions under the overall framework of medical device software design and development. In principle, it can be handled according to the requirements that the software security level is minor. The research materials of medical device software cover the functions of non-medical devices, and the instructions shall indicate the functions of non-medical devices.
[bookmark: _Toc28046]( 13 ) Implant product design software
Some implantable medical devices do not contain medical device software, but their safety and effectiveness are significantly limited by the output of product design software, such as active implant design software (such as programmable logic control programming software, integrated circuit design software ), personalized passive implants (such as orthopedics, dental additive manufacturing prosthesis) design software, etc.
At the same time, some implantable medical devices need to use modeling simulation software for safety and effectiveness verification, such as magnetic resonance environment safety simulation software, computational fluid dynamics simulation software, finite element calculation simulation software, etc.
Therefore, from the perspective of medical device safety and effectiveness evaluation, these two types of implant product design software also need to submit software research materials when applying for implantable medical device registration. Due to the high risk of implantable medical devices, the implant product design software belongs to the quality management software, so the software research materials can be submitted with reference to the requirements of the finished software and self-developed software of the serious level. For specific requirements, please refer to Chapter 8.
[bookmark: _Toc16811](14) Term of use
The use period of independent software is the software life cycle time limit, which is determined by commercial factors and does not need to provide verification materials.
The term of use of a software component is the same as that of the medical device to which it belongs, and does not need to be represented separately. Dedicated independent software is regarded as a software component with the same service period requirements as independent software, which is reflected in the research data on the service period of the medical device.
[bookmark: _Toc8775](15) Exception handling
Exception handling is used to deal with abnormal conditions in the software, and notify users of software exception information in time, so as to take risk control measures to ensure safety and effectiveness. Registration applicants need to strengthen the design work of exception handling in the process of medical device software design and development, especially in the use scenarios such as surgery and first aid.
[bookmark: _Toc14031](16) Functional safety and software reliability
Taking into account the actual situation of the industry, functional safety and software reliability are not required for the time being, and will be taken into consideration when the time is ripe. It is recommended that the registration applicant refer to the relevant standards to strengthen the design work of functional safety and software reliability. If the corresponding work has been carried out, it can be provided in the software research materials.
[bookmark: _Toc11924](17) Implementation requirements of GB/T 25000.51
GB/T 25000.51 applies to medical device software, of which "requirements for product description" and "requirements for user documentation" apply to manuals, "software quality requirements" apply to the software itself, and "use quality" does not apply.
The registration applicant shall submit the GB/T 25000.51 self-test report in the software research materials, or submit the self-test report or inspection report instead of the self-test report, the same below.
[bookmark: _Toc24025](18) Imported medical device software
For imported medical device software, the certification documents or supporting materials that the declared software is approved for listing in the country of origin (that is, the country/region where the registration or production address is located) should be provided , indicating the complete version of the software .
If there are differences between China and foreign countries in the imported medical device software, such as language differences, deletion of software functions, reduction of application scope, etc., it is necessary to submit the Chinese and foreign differences between the application software and the software approved for marketing in the country of origin in the software research materials.
Considering that imported medical device software may not be registered simultaneously in China, that is, the software has been registered multiple times in the country of origin but is registered once in China (including product registration and change registration). For product registration, the registration application materials must cover the entire contents of the software declared this time ; for change registration, the registration application materials must cover all the changed contents of the software from the previous registration in China to this application .
[bookmark: _Toc10296]Eight , medical device software research materials
The medical device software research data framework is shown in Figure 5, including self-developed software and ready-made software (including ready-made software components and external software environment). The specific requirements are as follows.
[bookmark: _Toc11459](1) Self-developed software research report
The self-developed software research report is suitable for the initial release and re-release of self-developed software. The content framework is detailed in Table 1, including basic information, implementation process, core functions, and conclusions. The degree of detail depends on the software security level. Inapplicable content details For reasons, all attachments must indicate the full version of the software .
[image: qt_temp]Figure 5 Medical device software research data frame
1. Basic information
(1) Software identification
Specify the name, model specification, release version , HASH value (such as MD5 value) of the software, as well as the registration applicant , design and development address.
(2) Security level
Clarify the security level of the software and detail the reasons for the decision .
(3) Structure function
Based on the software design specification document, the software architecture diagram , user interface diagram and main interface diagram are provided. The architecture diagram distinguishes medical device software, necessary software, and external software environment. The user interface diagram clearly defines the main interface, first-level and Interrelationships of secondary user interfaces .
According to the architecture diagram , the functions, purposes, interfaces, necessary software , cloud computing, etc. of the illustrated software modules (that is, component modules ) are described in detail , and the security level of each component module is indicated . According to the user interface relationship diagram (if applicable) , the functions, purposes , and interfaces of the software modules (that is, functional modules ) are described in detail , and the layout, options, and functions of the main interface are described in detail according to the main interface diagram (if applicable) .
If applicable, the optional and module versions shall be indicated for the constituent modules and functional modules . The interface includes the application program interface, data interface, and product interface for users to call, and the expected users, usage scenarios, expected uses, technical characteristics, usage restrictions, and fault countermeasures of each interface are described item by item .
(4) Physical topology
(including cloud computing) based on the software design specification document , and describe the physical connection relationship between software/component modules, general computing platforms , medical device hardware products /components , and necessary software according to the physical topology diagram , including All peripherals .
(5) Operating environment
Identify the typical operating environment required for the normal operation of the software (software module) , including hardware configuration, external software environment, prerequisite software, and network conditions. Among them , the hardware configuration includes requirements for processors, memory, peripheral devices, etc .; the external software environment includes system software, general application software, general middleware, and support software, indicate the name, full version, and patch version of all software. Version" rather than "above version" and "higher version"; if applicable, the required software should specify the name, model specification, release version, registrant; network conditions include network architecture (such as BS architecture, CS architecture, hybrid architecture) , Network type (such as wide area network, local area network, personal area network) , network bandwidth and other requirements.
If cloud computing is used, specify the name, service mode , deployment mode, configuration of cloud computing, as well as the name, residence, and service qualification of the cloud service provider.
(6) Registration history
Clarify the registration of software in China and the country of origin, and list the date, release version, and management category of previous registrations. The software component specifies the registration status of the medical device to which it belongs. In addition, the registration information of the software in other major countries and regions can also be provided.
2. Implementation process
(1) Development overview
An overview of the software development methods (such as process-oriented, object-oriented, agile development, etc.), programming languages, development and testing environments (including hardware and software equipment, development and testing tools, network conditions , and cloud computing ), among which the development and testing tools have clear names and full versions. , developers ; provide an estimate of the total number of development and testing personnel, duration, workload (man-months), and the total number of lines of code .
(2) Risk management
Provide a software risk management flow chart, detailing the specific activities of the software risk management process according to the flow chart . Provide software risk analysis reports and risk management reports , covering functions, performance, interfaces, operating environment, necessary software, cloud computing, etc. original document .
Software components provide risk management documentation for the medical device to which they belong , and indicate where the software components are located .
(3) Requirements specification
Provide software requirements specification documents, clarify the functions, performance, interface, operating environment, necessary software, cloud computing and other requirements of the software, and attach the original documents formed by the software development .
product requirement specification document of the medical device to which it belongs can be provided , and the location of the software component shall be indicated .
(4) Life cycle
the specific activities of the software development process, software maintenance process, and software configuration management process .
Intermediate level: Provide software development, software maintenance, software configuration management flow charts, and detail the specific activities of the software development process, software maintenance process, and software configuration management process according to the flow chart.
Severity level: Provide software development, software maintenance, and software configuration management flow charts, and detail the specific activities of the software development process, software maintenance process, and software configuration management process according to the flow chart . Provides the software design history document set (DHF) index table, and attaches the software coding rules document.
In addition, the use of agile development requires document and record control documentation. Software life cycle processes and activities may also provide software life cycle process control program documentation or software life cycle process standard checklists to replace corresponding descriptions.
(5) Verification and confirmation
Minor level: Provides planning and reporting of system tests and user tests.
Intermediate level: Outline the quality assurance activities of the software development process , and provide planning and reporting of system testing and user testing.
Severity level: Provide a software development quality assurance flow chart, detail the specific quality assurance activities of the software development process according to the flow chart , and provide plans and reports for integration testing, system testing, and user testing.
In addition, the test plan and report cover the functions, performance, interface, operating environment, necessary software, cloud computing, etc. of the software, and the original documents formed by the software development are attached . The software development process quality assurance activities may also provide software development quality assurance plan documents in lieu of corresponding descriptions.
(6) Traceability analysis
Provide a software traceability analysis flow chart, and detail the specific activities of the software traceability analysis process according to the flow chart . Provide software traceability analysis report, summarize and list the software requirement specification document, software design specification document, source code (clear software unit name is enough), software test report, software risk analysis report, and attach software development The original document formed .
(7) Defect management
Minor level: Outline the software defect management process, clarify the total number of known software defects and the number of remaining defects.
Moderate and Severe: Provide a software defect management flow chart, detail the specific activities of the software defect management process according to the flow chart; clarify the total number of known software defects and the number of remaining defects, and list the content, impact, and risk of known remaining software defects. Make sure the risks are acceptable. Additional files can be attached for the known remaining defects of the software .
( 8) Update history
the full version, date, and type of software updates since the previous registration to the current application .
the full version, date, type and specific content of all software updates since the previous registration to this application .
the full version, date, type, and specific content of all software updates since the first registration to this application .
In addition, if software modules (including medical middleware) are separately version-controlled, the version naming rules should also be provided, and the relationship with the software version naming rules should be clearly defined; the version naming rules for software and software modules should be consistent with the quality management system. . Software update types indicate major or minor updates. The initial release lists the previous software updates in the software development stage. Software update history can be paid separately .
3. Core functions
Minor level: The name of the core function of the software, the core algorithm used, and the expected use are listed based on the manual. The new core function, core algorithm, and expected use need to be specified.
Moderate and Severe: Based on the manual, the name of the software 's core functions, the core algorithms used, and the intended use should be indicated. The new core functions, core algorithms, and intended uses should be indicated , and corresponding safety and effectiveness research materials should be provided . Among them, the new algorithm provides algorithm research reports, which usually include basic algorithm information, algorithm risk management, algorithm requirements specifications, algorithm quality control requirements, algorithm verification and confirmation, algorithm traceability analysis , conclusions , etc. The measurement function provides research data on measurement accuracy. Data resources (such as reference databases) clarify the types of data, the sample size and data distribution of each type of data.
4 Conclusion
Briefly describe the standardization of the software implementation process and the correctness of core functions, determine whether the safety and effectiveness of the software meet the requirements , and whether the benefits outweigh the risks .
[bookmark: _Toc28571](2) Self-developed software update research report
The self-developed software update research report is suitable for the re-release of self-developed software, including research reports such as perfect update, adaptive update, and correction update .
The perfect update research report is suitable for major or slightly perfect updates of self-developed software , or the merger of adaptive updates and correction updates . The content framework is shown in Table 2 and will not be repeated .
The adaptive update research report is suitable for major or minor adaptive updates of self-developed software , or merged and corrective updates, but no complete updates have occurred. The content includes software identification, security level, operating environment, risk management, and requirements specifications. , Life Cycle, Verification and Confirmation, Traceability Analysis, Defect Management, Update History, Conclusion , see Table 2 for specific requirements .
Corrective update research report is applicable to the situation where only corrective update occurs in self-developed software. The content includes software identification, security level, risk management, verification and confirmation, traceability analysis, defect management, update history, and conclusion . The specific requirements are detailed . See Table 2 for the corresponding description .
Considering the cumulative effect of software updates, the software update research report needs to cover the entire contents of the software update of the medical device software since the previous registration (except for the renewal registration).
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Table 1 Self-developed software research report framework
	Reporting terms
	software security level

	
	slight
	medium
	serious

	Basic Information
	software identification
	Specify the name, model specification, release version, HASH value, registration applicant, design and development address of the software

	
	security level
	Clarify the security level of the software and detail the reasons for the decision

	
	structure function
	According to the architecture diagram, the user interface diagram and the main interface diagram, the function, purpose, interface and necessary software of the component modules and functional modules are described in detail

	
	physical topology
	Detail the physical connection relationship of software/component modules, general computing platforms, medical device hardware products/components, and necessary software according to the physical topology diagram

	
	Operating environment
	Identify the typical operating environment required for the normal operation of the software, including hardware configuration, external software environment, prerequisite software, and network conditions

	
	Registration History
	Clarify the registration status of the software in China and the country of origin

	Implementation process
	Development overview
	Provide an overview of the development methods, programming languages, and development and testing environments used in the software, and provide an estimate of the number of people, duration, workload, and lines of code used for development and testing

	
	Risk Management
	According to the flow chart, the software risk management process is detailed, and the software risk analysis report and risk management report are provided.

	
	Requirements specification
	Provide software requirements specification documents

	
	life cycle
	Overview of software development process, software maintenance process, software configuration management process
	Detail the software development process, software maintenance process, and software configuration management process according to the flow chart
	Detail the software development process, software maintenance process, and software configuration management process according to the flow chart, and provide the index table of software design history document set and software coding rule document

	
	Verification and Confirmation
	Provide system testing, user testing planning and reporting
	Outline the quality assurance activities of the software development process, and provide plans and reports for system testing and user testing
	Detail the quality assurance activities of the software development process according to the flowchart, and provide plans and reports for integration testing, system testing, and user testing

	
	Traceability Analysis
	Detail the software traceability analysis process according to the flow chart, and provide software traceability analysis report

	
	defect management
	Outline the software defect management process and clarify the total number of known software defects and the number of remaining defects
	Describe the software defect management process in detail according to the flowchart, clarify the total number of known software defects and the number of remaining defects, and list the content, impact, and risk of known remaining defects to ensure that the risks are acceptable

	
	update history
	Clarify the software version naming rules, release version, and complete version, and list the complete version, date, and type of software updates since the previous registration to this application.
	Clarify the software version naming rules, release version, and complete version, and list the complete version, date, type, and specific content of all software updates since the previous registration to this application.
	Specify the software version naming rules, release version, and complete version, and list the complete version, date, type, and specific content of all software updates since the first registration to this application.

	Core functions
	List the name of the core function of the software, the core algorithm used, the intended use, and the type
	List the name of the core function of the software, the core algorithm used, the intended use, and indicate the type. For new core functions, core algorithms, and intended uses, safety and effectiveness research materials must be provided

	in conclusion
	Briefly outline the standardization of the software implementation process and the correctness of core functions, and determine whether the safety and effectiveness of the software meet the requirements



Table 2 Self-developed software perfect update research report framework
	Reporting terms
	software security level

	
	slight
	medium
	serious

	Basic Information
	software identification
	Clarify the software status of this application and detail the changes

	
	security level
	Clarify the situation of this application software, if change the detailed reasons and submit registration application materials according to the new security level

	
	structure function
	Clarify the software status of this application and detail the changes

	
	physical topology
	Clarify the software status of this application and detail the changes

	
	Operating environment
	Clarify the software status of this application and detail the changes

	
	Registration History
	Clarify the software status of this application

	Implementation process
	Development overview
	Clarify the software status of this application

	
	Risk Management
	According to the flow chart, the software risk management process is detailed, and the risk analysis report and risk management summary report of the software update part are provided.

	
	Requirements specification
	Provides requirements specification document for the software update section

	
	life cycle
	Outline the software maintenance process, software configuration management process
	Detail the software maintenance process and software configuration management process according to the flow chart
	Describe the software maintenance process and software configuration management process in detail according to the flow chart, provide the design history document set index table of the software update part, and the software coding rule document

	
	Verification and Confirmation
	Provide regression test plans and reports
	Outline software maintenance process quality assurance activities and provide regression testing plans and reports
	Detail the software maintenance process quality assurance activities according to the flowchart, and provide regression test plans and reports

	
	Traceability Analysis
	Detail the software traceability analysis process according to the flow chart, and provide the traceability analysis report of the software update part

	
	defect management
	Outline the software defect management process, and clarify the total number of known defects and remaining defects of the software declared this time
	software defect management process in detail according to the flowchart, clarify the total number of known defects and the number of remaining defects in the software declared this time , and list the content, impact and risk of known remaining defects to ensure that the risks are acceptable

	
	update history
	Clarify the software version naming rules, release version, and complete version, and list the complete version, date, and type of software updates since the previous registration to this application.
	Clarify the software version naming rules, release version, and complete version, and list the complete version, date, type, and specific content of all software updates since the previous registration to this application.
	Specify the software version naming rules, release version, and complete version, and list the complete version, date, type, and specific content of all software updates since the first registration to this application.

	Core functions
	List the core functionality of the software update section
	List the core functions of the software update part. The new core functions, core algorithms, and intended uses need to provide safety and effectiveness research materials.

	in conclusion
	Briefly describe the standardization of the software update implementation process and the correctness of the corresponding core functions, and determine whether the security and effectiveness of the software declared this time meet the requirements




[bookmark: _Toc860](3) Research data on ready-made software
1. Off-the-shelf software components research material
(1) Partial usage
components are explained in the applicable terms of the self-developed software research report .
Applicable terms include software identification, security level, structural functions, operating environment, risk management, requirements specification, life cycle, verification and validation, traceability analysis, defect management, update history, core functions, conclusions, and other terms as applicable. can be explained.
At this time, if the ready-made software components are updated, the research report of perfect update will explain the changes of the ready-made software components on the basis of the research report of self - developed software . The requirements are the same as the self-developed software.
(2) All usage methods
For all usage methods, the research data requirements for legacy software, finished software, and outsourced software are slightly different, and the ready-made software component research report and its type determination basis are submitted separately .
The terms of the ready-made software component research report are the same as those of the self-developed software research report, but they need to be explained based on the security level of the ready-made software components (in this case, medical device software). The applicable terms include at least software identification, security level, operating environment, risk Management, Requirements Specification, Verification and Validation, Defect Management, Core Functions, Conclusions, Not Applicable Clauses detail the reasons. In the verification and validation of legacy software , an evaluation report on post-market use problems (including adverse events and recalls) must also be submitted .
Type decisions are used to certify the type of off-the-shelf software components . Legacy software provides product registration certificate information or product listing certification materials before the full implementation date of the "Good Manufacturing Practice for Medical Devices" ( January 1, 2018) . The finished software shall provide supporting materials such as outsourcing contracts , and if it has been listed in China, provide product registration certificate information . Outsourcing software provides supporting materials such as outsourcing contracts or agreements .
At this time, if the ready-made software components are updated, the perfect update research report shall be based on the ready-made software component research report, and explain the changes of the ready-made software components, and explain the reasons for the non-applicable clauses; The research software is the same.
2. External Software Environment Assessment Report
external software environment evaluation report is used for the evaluation of the external software environment (including cloud computing) of medical device software , and is suitable for the initial release and re-release of medical device software . The content framework is shown in Table 3, including security level, software identification, functional use , operating environment, risk management, acceptance management, maintenance plan , conclusions, the level of detail depends on the software security level.
(1) Security level
According to the security level of the medical device software, the security level of the external software environment is clarified.
(2) Software identification
According to the four types of system software, application software, middleware, and support software, the name, full version, patch version, release date, and supplier of all ready-made software contained in the external software environment are classified and described.
(3) Functional use
According to the four types of system software, application software, middleware and support software, the functions, uses, relationship with medical device software, usage restrictions, and selection basis of all ready-made software contained in the external software environment are classified and described.
(4) Operating environment
According to the four types of system software, application software, middleware and support software, the operating environment of all ready-made software included in the external software environment is classified and described, and the basis for determining the operating environment of medical device software is considered in combination with compatibility .
(5) Risk management
Provide the risk analysis report of all ready-made software contained in the external software environment, and attach the original documents formed by the software development . The risk analysis report of medical device software can be provided , and the location of the external software environment shall be indicated .
(6) Acceptance management
Minor level: Outlines activities related to the acceptance management process for the external software environment.
Intermediate level: The activities related to the external software environment acceptance management process are detailed according to the flowchart.
Severity level: According to the flowchart, the relevant activities of the external software environment acceptance management process are detailed, and the external software environment compatibility test plan and report are provided, and the original documents formed by the software development are attached .
( 7) Maintenance plan
Minor level: Outline the activities related to the update management process of the external software environment, including patch updates, version updates, and product updates.
Medium level: The activities related to the update management process of the external software environment are detailed according to the flowchart, including patch update, version update, and product update.
Severity level: According to the flow chart, details related activities of the external software environment update management process, including patch update, version update, and product update; provide a follow-up maintenance plan for ready-made software outage, that is, after the ready-made software supplier stops after-sales service, the registration applicant will Maintenance solutions for off-the-shelf software , such as lossless data migration solutions after cloud computing services are terminated.
(8) Conclusion
Briefly describe whether the quality of all ready-made software contained in the external software environment meets the requirements.
Table 3 External software environment assessment report framework
	Reporting terms
	software security level

	
	slight
	medium
	serious

	security level
	Determine the security level of the external software environment according to the security level of the medical device software

	software identification
	Category describes the name, full version, patch version, release date, vendor of each off-the-shelf software

	Functional use
	Classification describes the functions, uses, relationship with medical device software, usage restrictions, and selection basis of each ready-made software

	Operating environment
	Classify and describe the operating environment of each ready-made software, and clarify the basis for determining the operating environment of medical device software

	Risk Management
	Provide risk analysis reports for each ready-made software

	Acceptance management
	Outline the external software environment acceptance management process
	The external software environment acceptance management process is described in detail according to the flow chart
	According to the flow chart, the external software environment acceptance management process is detailed, and the compatibility test plan and report are provided.

	maintenance plan
	Outline the external software environment update management process
	Detail the external software environment update management process according to the flow chart
	According to the flowchart, the external software environment update management process is detailed, and the follow-up maintenance plan for ready-made software is provided.

	in conclusion
	Briefly describe whether the quality of all ready-made software contained in the external software environment meets the requirements


external software environment is updated, corresponding evaluation work should be carried out according to its security level, and the external software environment evaluation report of the medical device software should be updated for subsequent system verification or registration change.
[bookmark: _Toc2607]9. Supplementary Instructions for Registration Application Materials
[bookmark: 产品注册]meeting the requirements of medical device registration application materials and other document requirements, the registration application materials shall focus on the following requirements.
[bookmark: _Toc27302](1) Product registration
1. Application form information
(1) Independent software
product name should comply with the requirements of the independent software common name naming specification, and usually reflect the characteristic words such as input data, core function, and intended use.
The model specification indicates the software release version, and does not need to reflect the English abbreviation V of the version.
structure consists of clear delivery content and functional modules, in which the delivery content includes software program files such as software installation programs, authorization files, external software environment installation programs, etc. The functional modules include client side , server side ( if applicable) , cloud (if applicable), if applicable Applicable indicate optional , module version.
[bookmark: _Toc322935369]The scope of application is usually specified based on the intended use, usage scenarios, and core functions. If applicable, the scope of application of each functional module is described. At the same time, ensure the standardization of terms, distinguish between "analysis" and "measurement", "surgery simulation" and "surgery planning", and use "display" and "receive" instead of "browse" and "collect".
( 2) Software components
Software components generally do not need to be reflected in the information contained in the registration certificate. The software function name can refer to the independent software requirements. Structural composition to ensure the normative terminology, the use of "host" and "workstation" instead of "computer" and "computer". If there are auxiliary decision-making software functions, the structural composition (if applicable) and the scope of application shall be reflected.
In the case of dedicated independent software being regarded as a software component , the software name is the same as the independent software requirements, the structure composition is clear about the name, model specification , and release version of the software, and the scope of application reflects the functions of auxiliary decision-making software .
2. Software research materials
Submit self-developed software research report, external software environment assessment report (if applicable) and GB/T 25000.51 self-test report.
[bookmark: _Toc322935367]If using off-the -shelf software components , submit appropriate research materials according to their usage. The specific requirements of relevant research materials are detailed in Chapter 8 .
In addition, the submission of medical device product marketing materials in software research materials is encouraged. This material is only used as a reference material for the review to supplement product information, not as a review object, nor as a basis for review decision-making.
3. Product technical requirements
(1) Independent software
technical requirements for independent software products "Product Model/Specification and its division description" specify the name, model specification, release version , and version naming rules of the software. If there are separate versions and version naming rules for software modules (including medical middleware), they must be explained. .
"Performance indicators" include general requirements, special requirements , and safety requirements, among which general requirements are regulated according to the characteristics of software products , and inapplicable contents are explained in the chapter on technical requirements for non-clinical data products; special requirements comply with relevant product standards (such as radiotherapy planning software ), and safety requirements comply with relevant safety standards (such as alarms, radiation therapy).
"Appendix" provides architecture diagram , user interface diagram and main interface diagram, physical topology diagram and necessary notes .
Please refer to the appendix for the template of technical requirements for independent software products.
(2) Software components
software components are regulated in the product technical requirements of the medical device to which they belong , in which the "Product Model/Specification and its Classification Description" specifies the software name, model specification (if applicable) , release version, version naming rules, software modules (including medical intermediates ) file) If there is a separate version, the version naming rules should be explained.
"Performance Metrics" include the software's functionality, usage restrictions, interface, access control, operating environment (if applicable), performance efficiency (if applicable) and other requirements. Among them, the function specifies the outline of all the core functions (including safety functions) of the software , indicating optional and automatic functions, among which the objective physical measurement function specifies the measurement accuracy index, and the data resources (such as reference databases) specify the data types and each type of data. Sample size, if the core functions are the same but the core algorithm types are different, each type of core algorithm needs to be remarked; usage restrictions include user usage restrictions and technical restrictions; interfaces include application program interfaces, data interfaces, and product interfaces for users to call; access control is clear Software user identification method, user type and user access authority; operating environment and performance efficiency are applicable to externally controlled software components and dedicated independent software are regarded as software components, in which the operating environment (including cloud computing) clearly defines the typical configuration, including hardware Configuration, external software environment, network conditions, and performance efficiency specify the time characteristics of software to complete typical core functions in a typical operating environment, and specify resource utilization and capacity if applicable. The non-applicable content of the above clauses is explained in the non-clinical data.
For dedicated independent software as software components, in addition to the above software component requirements, an architecture diagram , a user interface relationship diagram and a diagram of the main interface, a physical topology diagram and necessary annotations should be provided in the "Appendix" .
4. Instructions
Instructions should comply with relevant regulations, normative documents, national standards, industry standards.
The manual shall reflect the functions of the software, usage restrictions, input and output data types, necessary software and hardware, maximum concurrent number, interfaces, access control, operating environment (if applicable), performance efficiency (if applicable) and other information, and specify the software release version.
Among them, the software functions include all core functions (including safety functions), indicating optional and automatic functions, among which the measurement function specifies the measurement accuracy index, the graphic measurement function also needs to provide warning information about the measurement accuracy, and the data resources specify the data Type and sample size of each type of data. The interface describes each intended user, usage scenario, intended use, technical features, usage restrictions, and fault countermeasures for each user to invoke the software interface. The operating environment (including cloud computing) and performance efficiency are applicable to independent software, externally controlled software components, and dedicated independent software as software components. For specific requirements, please refer to the preceding section.
If applicable, inform the user that the general computing platform meets the safety requirements of information technology equipment (including electromagnetic compatibility), and list the corresponding standards.
5. Product label sample (for independent software )
For physical delivery methods, product labels should comply with the appropriate regulations . For the online delivery method, submit a photo of the product online delivery page, and the product registration information on this page should comply with the corresponding regulations .
In addition, it is recommended to reflect product registration information in the software user interface such as "About" or "Help".
[bookmark: 注册变更][bookmark: _Toc30943](2) Change of registration
1. Software research materials
medical device change registration should submit research materials on the impact of software changes on product safety and effectiveness according to the software update situation :
(1) Involving perfect software update: it is applicable to the situation of perfect update of self-developed software, or merger of adaptive update and correction type update. At this time, submit the self-developed software perfect update research report (or self-developed software research report) , external software environment assessment report (if applicable) and GB/T 25000.51 self-test report;
(2) Involving adaptive software update: it is applicable to the situation where self-developed software has adaptive update, or merged corrective update , but no perfect update has occurred. At this time, submit the self-developed software adaptive update research report (or self-developed software research report);
(3) Only corrective software update occurs: it is applicable to the situation where only corrective update occurs in self-developed software, and the self-developed software corrective update research report is submitted at this time ;
(4) No software update occurs: a statement of authenticity is issued , and it is clear that it is legally responsible for this .
If using off-the-shelf software components, submit appropriate research materials according to their usage. The specific requirements of relevant research materials are detailed in Chapter 8.
Where applicable, the submission of medical device product marketing materials in software research materials is encouraged. This material is only used as a reference material for the review to supplement product information, not as a review object, nor as a basis for review decision-making.
2. Product technical requirements
(1) Independent software
independent software products reflect the status of software updates, including "product model/specification and its division description", "performance index" , and "appendix".
(2) Software components
Software components reflect the software updates in the product technical requirements of the medical device to which they belong, including the software information of "product model/specification and its division description", and the software requirements of "performance index" .
Special purpose stand-alone software has the same requirements as software components to be considered software components.
3. Instructions
If applicable, submit a description of changes to the specification.
4. Product label sample (for independent software )
If applicable, submit a product label sample of the declared product and a description of its changes.
[bookmark: _Toc21514][bookmark: 延续注册](3) Renewal of registration
Submission of software-related research materials is generally not required for renewal of registration. If applicable, submit relevant software research materials according to the requirements stated in the "Remarks" of the registration certificate.
Product technical requirements "Product model/specification and its division description" specify the name , model specification, release version, and version naming rules of the software . If the original registered product standard (or original product technical requirements) and its change comparison table do not reflect the above software information, which needs to be specified in the declaration of conformity.
The technical requirements "performance indicators" and "inspection methods" of independent software products do not need to be modified in accordance with the requirements of the appendix of this guideline, and should be consistent with the original registered product standards (or original product technical requirements) and their change comparison table, and the "performance indicators" Relevant clauses delete the information contained in the registration certificate.
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[bookmark: _Toc28942]Appendix: Standalone Software Product Technical Requirements Template

[bookmark: _Toc9070]Technical requirements for medical device products

Medical device product technical requirement number:

[bookmark: _Toc4406]product name

[bookmark: _Toc8788]1. Product model/specification and its division description
[bookmark: _Toc25607]1.1 Software Model Specifications
Specify the model/specification of the software without reflecting the software release version.
[bookmark: _Toc29305]1.2 Software Release Version
Specify the software release version. If the software module (including medical middleware) is independently version controlled, the release version should also be provided.
[bookmark: _Toc29815]1.3 Software Version Naming Rules
the number of digits, range and meaning of all fields in the complete software version . If the software module (including medical middleware) is independently version controlled, its version naming rules should also be provided, and the relationship with the software version naming rules should be clearly defined . The version naming rules of software and software modules shall be consistent with the quality management system.

[bookmark: _Toc11950]2. Performance indicators
[bookmark: _Toc21364]2.1 General requirements
2.1.1 Function
According to the manual and user interface , specify the outline of all functions (including safety functions) of the software for users to call , and indicate optional and automatic functions. Among them, the objective physical measurement function specifies the measurement accuracy index, and data resources (such as reference databases) specify data types and The sample size of each type of data . If the core functions are the same but the core algorithm types are different, each type of core algorithm needs to be remarked.
2.1.2 Usage Restrictions
User limitations and technical limitations of the software shall be clarified according to the manual.
2.1.3 Input and output
Clarify the input data type of the software (such as medical images, physiological parameters, in vitro diagnostic data, etc.) and output result types (such as processing, measurement, analysis, etc.).
2.1.4 Interface
Specify the application program interface (API), data interface (including transmission protocol, storage format, such as DICOM, HL7, JPG, PNG, proprietary protocol and format), product interface (other medical device independent software that can be used in conjunction with the software) for users to call , medical device hardware products).
2.1.5 Necessary software and hardware
Identify other independent software for medical devices (name, model specification, release version), medical middleware (name, model specification, release version), and medical device hardware products (name, model specification) necessary for the normal operation of the software.
2.1.6 Operating Environment
Clarify the typical operating environment required for the normal operation of the software, including hardware configuration (including processor, memory, peripheral devices), external software environment (list all software names, full versions , patch versions, use "compatible version" instead of "Above Version", "Higher Version"), network conditions ( including network architecture, network type, network bandwidth ) , covering client-side, server-side (if applicable), and cloud (if applicable) requirements. There is no need to repeatedly describe the necessary hardware and software.
2.1.7 Performance Efficiency
time characteristics for the software to complete typical core functions in a typical operating environment (including cloud computing), and clarify resource utilization and capacity if applicable .
2.1.8 Maximum concurrent number
Specify the maximum number of concurrent users and/or patients for typical concurrent operations performed by the software in a typical operating environment (including cloud computing), and indicate the corresponding response time.
2.1.9 User Interface
Identify the type of user interface and user input for the software.
2.1.10 Messages
Identify the type and form of messages that the software provides to the user.
2.1.1 1 User Error Defense
Identify the software 's defenses against user error that can lead to serious consequences .
2.1.1 2 Access Control
Clarify the user identification method, user type and user access authority of the software .
2.1.1 3 Copyright protection
Clarify the copyright protection technology of the software and its impact on the normal use of the software .
2.1.14 Reliability _
Clarify the ability of the software to save , restore , and continue running data in case of errors .
2.1.1 5 Maintainability
maintenance functions and types of maintenance information that the software provides to users .
[bookmark: _Toc12583]2.2 Special requirements ( if applicable )
Note: Describe one by one according to the applicable terms of the special standard (name, year of publication)
2.2.1 YY 0775-2010 ( if applicable )
2. 2 .2 YY / T 0887-2013 ( if applicable )
2.2.3 YY /T 0889-2013 ( if applicable )
2.2.4 YY /T 0973-2016 ( if applicable )
...
[bookmark: _Toc17657]2.3 Safety requirements ( if applicable )
Note: Specify the name and release year of the safety standard
2.3.1 YY 0709-2009 ( if applicable )
2.3.2 YY 0637-2013 ( if applicable )
2.3.3 YY 0721-2009 ( if applicable )
...

[bookmark: _Toc15663]3. Inspection method
3.0 Describe the software testing environment (equivalent to the typical operating environment) according to the detection unit.
3.1 General requirements compliance inspection
The inspection method of each clause of 2.1 is explained one by one by checking the manual, actual operation, software testing and other methods, and the compliance of each clause of 2.1 is verified.
If the core functions are the same but the core algorithm types are different, the core functions corresponding to each type of core algorithm need to be detected (the detection object is the core function rather than the core algorithm).
3.2 Special requirements inspection method ( if applicable )
3.2.1 Test according to the method of YY 0775-2010 ( if applicable ).
3.2.2 Inspect according to the method of YY /T 0887-2013 ( if applicable ) .
3.2.3 Inspection according to the method of YY/T 0889-2013 ( if applicable ) .
3.2.4 Inspection according to the method of YY/T 0973-2016 ( if applicable ) .
...
3.3 Safety requirements inspection method ( if applicable )
3.3.1 Inspection according to the method of YY 0709-2009 ( if applicable ).
Inspection according to the method of YY 0637-2013 ( if applicable ).
3.3.3 Inspection according to the method of YY 0721-2009 ( if applicable ).
...

4. Terminology ( if applicable )
Note: clarify the meaning of professional terms ( abbreviations ) used in the software
4.1  …
4.2 ...
4.3 ...
...

(pagination)
appendix
[bookmark: _Toc256604060]Note: All illustrations need to provide necessary notes
1. Architecture diagram
2. User interface diagram and main interface diagram
3. Physical topology
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